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-Auditing involves monitoring (all technical aspects)
-Accounting is to bring in security policy rules and make someone accountable (Non 
technical aspect)
-Accounting leads a way to nonrepudiation, forensics and evidence development
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-Due care: Obligation
-Due diligence: Making an extra mile effort
-From Cyber security perspective Due care is necessary action and Due Diligence is 
maintaining record/evidence 
-Prudent man rule is set by judicial system enabling empathy and circumstantial 
actions
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-Third party governance is oversight of law, regulation, obligation, contractual 
obligation, licensing OR outsource security matters
-Openly document share from peers to evaluate
-Collection of documents and evidence maintenance. Some may give Authorize to 
operate

Governance
-Define KPIs, levels and thresholds; Any function should return financial benefit to 
organization, financial benefit to client, automate a process, or develop knowledge 
base
-Non-quantifiable no benefit. Put value on process is what security function demands
-Non-tangible having value matters organization most
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-CISO responsible for security
-CEO main decision maker
-CTO ensure technology contribute smoothly for the business requirement
-CIO information as an asset contribute to organization business objectives
-CFO financial objectives to organization requirements and business deliverables
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-Define how document will be shared
-Senior Manager ultimate responsible bearing last sign, sign policy etc.
-Security Professional: Write policy and suggest policy procedure; Focus on protection
-Custodian is liaised responsibility of CIA
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-ISO22301 BC in normal situation
-ISO31000 Risk Assessment
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Example
-Contextual Security Architecture develops Business requirement or Business Driver,
its associated security attributes such as (Confidentiality, Integrity, Availability, Privacy 
etc.) and risks identified in business risk profile
-Conceptual Security Architecture develops Security Services Architecture highlighting 
high-level security services such as (access control, encryption, logging etc.) and how 
security services contribute to mitigation of risk
-Logical Security Architecture specifies the design blueprint of the security services in 
the form of LLD, security policies, procedures, and standards etc.
-Physical Security Architecture maps technology and physical/virtual entities such as 
(Firewall, AV solution, perimeter walls etc.) required for security services
-Component Security Architecture covers deep down configuration and management 
aspect of the security services such as (ACLs, policies config, backup approach etc.)
-Operational Security Architecture focuses on operational aspects such as monitoring, 
incident response, auditing, compliance
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-SRoT, TPM and HSM are similar topic will be discussed onwards
-Biggest difference between PUF and SRoT is PUF generates and maintain its unique 
keys unlike SRoT stores a provided key
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-PDP is divided into Engine that drives all the decision logic and take all the feeds. It 
has a Trust logic and Trust algorithm 
-Enforcement point makes decision to allow and deny
-Continuous Diagnostics and mitigation  (patching and vulnerability mitigation)
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