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-Make reading cybersecurity policies procedures part of orientation and briefing
-Clear sentiments of org attitude towards cyber security
-Time to time review and audit job description, work task, privileges and roles
-Avoid privilege creep and monitor for disgruntled employee actions
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-Threats  : The actions
-Threat Agent: The Actor Intentionally exploit vulnerability
-Threat Vector: The path to inflict threat event
-Vulnerability: Weakness or lack of security control control or safeguard
-Exposure: Susceptible to an event that may cause loss to an asset

Example 1: A cloud based ITMS system (Asset) monthly subscription (Asset 
Valuation) becomes inaccessible (Threat) as the ISP (Threat Agent) connecting Cloud 
disconnects (Threat Event) due to router malfunction (Threat Vector). The known 
glitch in router leading to a malfunctioning is (Vulnerability)

Example 2: A database (Asset) carrying customers sensitive data (Asset Valuation) 
gets exposed/hacked (Threat) by hackers (Threat Agents) by exploiting SQL injection 
(Threat Vector) by inserting unwanted meta-characters (Vulnerability) on 23rd April 
(Threat Event)

Example 3: A datacentre (Asset) carrying servers and applications of south region 
(Asset Valuation) catches fire (Threat) by electrical spark (Threat Vector) due to failure 
of a fuse (Threat Agent) after 2 years of its lifetime (Vulnerability)
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-Safeguard reduces threats but not threat actors
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-ISO/IEC provides a guidelines to develop a Risk Management Process for Information 
Security. 

-Risk Assessment has 3 stages :   Risk Identification -> Risk Analysis -> Risk Evaluation
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Do some examples here

Consider a house in a dry, wooded area. Wildfire is a (threat) regardless of the 
building material used to construct the house (i.e., wood or brick). The (likelihood) of 
a wildfire starting in the wooded area during the summer is more probable than 
during the winter (threat event). This is also distinct from the (likelihood) of the 
house burning down (loss event). For the second instance we take into consideration 
the building material. A wooden house (vulnerable) to fire (threat actor); a brick 
house is not. For the same threat (a fire starting), the likelihood of impact is,  
therefore, different depending on the vulnerability.

Next, the destruction of the house is a potential consequence. If the house is 
occupied, the impact is temporary homelessness for those who live there, which 
imposes the immediate costs of temporary lodging and a replacement wardrobe. 
Under those circumstances, it makes sense to take precautions sufficient to address 
this impact, such as insuring the home against fire or putting in a fire-suppression 
system, but it is not reasonable to hire a full-time fire crew to watch the house on a 
daily basis because the cost of the fire crew would exceed the cost of the impact. 
However, if the house were uninhabited and condemned, the consequences would 
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have no negative impact, and no precautions may be necessary.

Reference: CRISC Official Manual
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Total Risk (Residual) = (Threat x Vulnerability x Impact) / Countermeasures

-Asset Value (AV)
-Exposure Factor (EF)
-Single Loss Expectancy (SLE)
-Annual Loss Expectancy (ALE)
-Average Rate of Occurrence (ARO)
-ALE = SLE x ARO               SLE = AV x EF
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-Total Risk = Threat x Vulnerability x Asset value
-Total Risk (Residual) = (Threat x Vulnerability x Impact) / Countermeasures
-Benefit of a safeguard= [Pre-safeguard ALE - Post-safeguard ALE] - Annual cost of 
safeguard(ACS)
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Benefit of a safeguard= [Pre-safeguard ALE - Post-safeguard ALE] - Annual cost of 
safeguard(ACS)
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-ITIL is non-risk oriented

26



-SPAM Unwanted advertisement emails, may include malware and Trojan horse  
-Typo squatting familiar same url
-Phish is target email to organization to deceive
-Smishing is SMS based mislead info
-Vishing is fake phone calls
-Spear phishing direct to particular person or org

-Skimming is the fake device (numberpad e,g) inserted to get information
-Whaling spearing to top executives
-Tailgate is sneak behind someone
-Influence campaign is mass public opinion change over fake news
-HOAX fake msg asking to act and install or do an IT task
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