












-1791 4th Amendment: No one is allowed to trespass property and privacy unless 
there is a warrant.
-1865 13th Amendment: Every one is free and abolishment of slavery.
-1974 Federal Privacy Act: Only collect information if required for investigation, 
Discard if the concerned individual innocent and no information needed.
-1974 Family Educational Rights and Privacy Act (FERPA): Institutes are entitled to 
secure records correctly (maintain integrity) and not disclose unless approved.
-1984 Computer Fraud and Abuse Act (CFAA): Inflicting damage to federal 
government or financial institute computers is crime & monetary punishment applies.
-1986 Electronic Communication Privacy Act (ECPA) : Prevent unauthorized disclosure 
of any electronic communication.
-1991 Federal Sentencing Guidelines: Prudent man rule; Chain of custody; Contracts 
and terms assertion.
-1994 CFAA amendment: Creation of malicious code (even unintentional) is a crime; 
broaden scope of concerned compute systems includes the interstate communication 
systems.
-1994 Communications Assistance for Law Enforcement Act (CALEA):  Get an approval 
from judge and perform monitoring of electronic link and surveillance.
-1996 National Information Infrastructure Protection Act (NIIPA): CFAA extended to all 



assets of the states let it be commerce, railway, power grids, sewerage, etc. Any 
damage to these entities is a felony and there are strict penalties.
-1996 Economic Espionage act: Stealing Intellectual Property and secrets of any U.S 
based organization is a felony.



-1996 Health Insurance Portability and Accountability Act 
(HIPAA): Allow PHI to be transferred between registered 
entities. Ensure protection of  PHI by applying strict measures.
-2009 Health Information Technology for Economic and Clinical 
Health (HITECH): enhances HIPAA by introducing a written 
contract called Business Associate Agreement (BAA) and 
establishes that any PHI  breach should be notified in due time.
-1998 Identity Theft and Assumption & Identity Theft Penalty 
Enhancement Act: Identity theft a crime with stinging penalties.
-1998 Children Online Privacy Protection Act: Protection of child 
information and take parents consent if younger then 13 to take 
record.
-1999 Graham Leach Bliley: Allow banks, insurance 
organizations, credit providers and financial institutions to share 



details of individuals but retain privacy.
-2001 Providing Appropriate Tools Required to Intercept and 
Obstruct Terrorism (USA PATRIOT) Act: Allows LEA to sniff 
/collect information of suspicious individuals without consent. 
-2002 Federal Information Security Modernization Act (FISMA): 
Obligatory to implement Information security program 
according to NIST for all the government entities and agencies 
along with the contractors who intend to participate and work 
with government.
-2014 Federal Cyber Security Law: 

• Obama enacted to modernize cybersecurity
• New NIST standard of NIST SP introduced
• All cyber security related matters come under umbrella of 

Department of Homeland Security
• Create a cross communication between agencies and entities

-2018 Clarifying Lawful Overseas Use of Data (CLOUD) Act: All 
digital organizations under jurisdiction OR under agreement 
with U.S government are entitled to provide data footprint for 
criminal investigation processing. Even if data us outside the 
U.S.

















-Perpetual license: 1 time fee
-Subscription fee: recurring fee in fix duration
-Open-Source License: These softwares are generally free to use, modify and 
distribute but some license sources require General Public License (GPL) or the MIT 
license
-Enterprise License Agreement: Agreement between software entity and enterprise 
organization to use organization-wide in agreed terms
-End-User License Agreement: Agreement between software entity and end-user to 
use
-Concurrent User License: License quantity dictated by consecutive users
-Named User License: under user account and/or name
-Cloud Service License Agreement: Agreement between cloud service provider and 
end-user to use its service in agreed terms

Shrink Wrap: Written on package. By opening, you comply to terms
Click Through: At installation you agree to terms
Cloud/Online Services: You are redirected to different page to acknowledge terms 
and conditions
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-Administrative Investigations: Normal investigation in organizations, Operational 
investigations looking for RCA is an example
-Criminal Investigations: Performed by LEAs to make someone accountable against 
criminal law. Requires evidence beyond reasonable doubt standard, Strict rule of 
forensics and evidence management
-Civil Investigations: Performed between various parties to address disputes, Evidence 
requirements not that stringent even share the documents with each other. It has 
preponderance of the Evidence that burden the other party in suspicion and liable in 
percentages
Regulatory investigation: Performed by government entities and agencies based on 
administrative law
-Industry Standards investigations: Performed against the standard of the 
organization policies

21



22



-Documentary Evidence is written unavoidable proof
-Real Evidence is something physical revealed
-Circumstantial Evidence refers to proofing situation and circumstances that 
establishes unavoidable proof
-Direct Evidence is clearly identifiable undeniable evidence
-Hearsay Evidence is based on what you have been told of
-Demonstrative Evidence involves showing a physical process or experiment as a 
proof
-Physical Evidence is a physical item available as a proof
-Testimonial Evidences are bringing people who testify the incident to the court
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-Take a traffic dump as a part of investigation via SPAN port
-Media Analysis involves recovering all data even the formatted one; Take disk out 
and install in write-blocker, take its hash for the record, and take a bit wise copy for 
forensics
-Get a memory dump file take its hash and then observe its content





-Plain View Doctrine means the evidence that probably leads to criminality 
confirmation is visible
-In all cases make sure privacy is not affected
-Exigent circumstances action means Seize and search without warrant if destroying 
evidence is possibility
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-Loyal to society
-Loyal to your conscience
-Loyal to your employer
-Loyal to your profession (Cyber security career path)
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